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idle, even dilapidated assets are commonplace,
besides inancial constraints and poor human
resources are also cited as key impediments.
Thus, public trust and contribution are becoming
low due to the opacity of the accounting and
accountability system. As such, scholars propose
the adoption of blockchain technology to mitigate
these issues. This paper aims to review the wagqf
and its types, as well as blockchain technology
and its models. The review makes clear that
implementation of blockchain technology in
managing waqf endowment is pertinent by
using a smart contract. The article raises
important issues in addition to its caveats
pertaining to wagqf based on blockchain, which
offers solutions in the current problems for its
effective implementation for waqf management.
This study contributes to the field of wagqf
endowment as it highlights the use of blockchain
technology in managing wagqf, which could be
useful for Mutawalli (trustee) of waqf towards
the sustainability of Islamic social finance.
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| INTRODUCTION

Together with zakat and donations, waqf is
regarded as the main instrument of charity in
Islam. Its practice dates to the early years of
Islam—though some claim that its concept has
been somewhat practiced by the Hellenes,
Romans, and Byzantines, among others (Cizakca,
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2000; Singer, 2008). Waqf is a popular solution
for poverty alleviation (Sadeq, 2002; Yahya,
2008) and micro financing (Abdullah & Ismail,
2017; Shaikh, Ismail, & Mohd Shafiai, 2017), and
less notably as a conservation mechanism
(Khalfan & Ogura, 2012; Yaakob et al., 2017), in
past and modern-day Islam. Certainly, this trend
has become even more manifest since the
renaissance of the Islamic spirit post-colonialism,
as indicated by the prodigious volume of research
on the subject.

Of course, this institution is not without critics. It
was reported that the database of Islamic
Religious Council on Waqf assets are not
sufficient, which detail and important information
are not available. This affects the process of
developing wagf lands. Lack of professional and
technical expertise in developing Waqf asset,
there are also lack of professional resources and
expertise in the aspect planning and developing of
wagqf land thus causing many inefficiencies in
their management.

Kuran’s contention illustrates the two
fundamental threats to proper governance:
expropriation by controlling shareholders or
managers (waqf: mutawalli), or by the state
(Lamoureaux, 2009). However, Kuran’s concern
about the agency problem should not be conflated
with Islamic law—by no means does the
dishonesty of an administrator is an indication of
its shortcoming. Rather, this issue must be dealt
by both jurists and state alike by designing control
mechanisms and laws that deter managers from
favoring their own interests.

In 1826, Ottoman Turkey established Evkaf-1
Humayun  Nezareti to centralize waqf
administration and introduce accountability and
accounting principles, while Egypt instituted
Diwan al-Awqaf to centralize the control and
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accounting of waqf entities. Both served as
check-and-balance mechanisms to deter waqf
administrators from unethical practices. Yet, at
the same time, these policies were inspired by
political and economic motivations, as waqf assets
were flourished with revenues (Mel¢ak, 2010;
Yayla, 2011). An illustrative example was the
attempts by soviet colonialists in Turkestan to
reform wagqf and transfer its administration, and
accordingly revenues, to the state. One such bid
was the enactment of a Central Waqf
Administration (GVU) to contest the jurisdiction
of the the Shari‘ah court, resulting in a turf war
between both (Pianciola & Sartori, 2007).
Regardless, state intervention has continued to
the present day in the form of Ministries or
Departments of Awgqaf in Islamic nations,
including Turkey, Egypt, Palestine, Kuwait,
Malaysia, Brunei, and Indonesia, and in a few
non-Muslim-majority countries like Singapore. It
is important to note that the state should not be so
powerful so as to expropriate the rights of waqf
properties. The cases of Maghrib and Mashriq at
once illustrate  the  imperativeness  of
check-and-balances in waqf governance between
private administrators and state supervision to
allow better upholding of the waqf terms.

Moving to the allegations of Landes et al. (2012),
limited allocational flexibility is not a familiar
feature of most waqf institutions. Only certain
subsets, like al-waqf al-khass (specific waqf) and
al-waqf al-ahli (family waqf), possess this
peculiarity. In most cases, waqfs are targeted for
social or religious purposes, often with a
socioeconomic slant, for instance the poor and
needy. Other times, such qualifications would be
absent, and so the waqf object becomes a public
good. Mosques, public fountains, water supplies,
hospitals are commonly endowed without specific
beneficiaries (Layish, 2008). Entire villages or
cities were likewise made mortmain, such as the
case of Sarajevo, whose facilities—mosque,
madrasah, library, hammam (public bath)—are
the waqfs of Isa-beg Ishakovi¢ and Gazi Huzrev
Beg (al-Arna’iit, 2005; Smolo, 2019).

Even for family waqfs, the usufruct will be
redeemed to the public—or poor relatives of the
founder, if extant—once the named beneficiaries

are extinct (Abbasi, 2012; Ibn Qudamah, 1992).
This form of waqf, incidentally, constitutes only
but a small part of waqfs. In fifteenth- and
sixteenth-century Edirne, charitable waqf made
up 80 percent of the endowments of the rich,
lending the conclusion that family waqf was used
only minorly for safeguarding purposes; in
eighteenth-century Aleppo, it was only 40 percent
of total waqf, the remainder of which was either
charitable or mixed (Gerber, 1983, and Oztiirk,
1995, in Cizakca, 2000). Moreover, any
circumvention of the inheritance law was blocked
by legal reforms. The codification of the Egyptian
Wagqgf Law 1946 and Lebanese Waqf Law 1947, as
well as the judicial verdict of equating waqf to
bequest, limiting it to only one-third of total
inheritance, were some attempts to close the
loophole (Layish, 1997). Of course, there are
recorded instances where the sons were named as
beneficiaries of the family waqf, while the
daughters were excluded. But such practices were
absent during the times of the Prophet and his
Companions. Jurists therefore decree that family
waqf should be apportioned equally among the
founder’s children or in harmony to inheritance
fractions (Abbasi, 2012).

History therefore chronicles the organically
changing administration of waqf and its
institutions. This is of course an established case,
considering that the interpretation of Islamic law
itself is a subject of continual change and reform
(Brown, 2014). Legal maxims such as la yunkar
taghayyur al-ahkam bi taghayyur al-azman and
al-asl fi al-mu‘amalah al-ibahah also illustrate
the necessity to revise and adapt to the social,
technological, political, or similar customs
prevailing in a society, so long as they remain
within the boundaries of Shari‘ah. The first
maxim declares that the rule of law may adjust to
the change of time, place, condition, etc., whereas
the second maintains that transactions in Islam

! Tt should be mentioned here that Islamic inheritance law is
compulsory only in the absence of agreement between the
heirs. If they instead decide to apportion the inheritance
according to mutually agreed terms, takharruj, then the
inheritance law can be neglected in favor of this arrangement
(al-Hasr1, 1992; al-Sabiini, 1995). However, this argument
does not apply to waqf because the apportionment was made
by the founder before his death.
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are fundamentally permissible in the absence of a
proof (dalil) that denies their legitimacy.

Nevertheless, the arguments of the above critics
cannot be rejected outright; doing so would only
injure the long-term  effectiveness and
sustainability of waqf institutions. Certainly, there
are evidences for unproductive, mismanaged,
misappropriated, expropriated, or neglected waqf
properties. The reasons for these are various—
conflicts, colonialism, poor legal protection,
financial constraints, individual or state
expropriation, or unqualified mutawalli (Abd
Mutalib & Maamor, 2016; Gamon & Tagoranao,
2018; Ismail, Salim, & Hanafiah, 2015; Khalfan &
Ogura, 2012; Moh’d, Mohammad, & Saiti, 2017;
Mohamad, 2018; Musaee, Muhammad Abbas,
Kamal Mujan, & Sidik, 2014; Noordin, Haron, &
Kassim, 2017; Shatzmiller, 2001; Sulaiman &
Zakari, 2019; Zilli, 2018).

To this point, modern scholars, waqf
administrators, social and for-profit
entrepreneurs, and other such stakeholders have
continuously looked for new ways to further
enhance the effectiveness of waqf assets.
Traditional administration cannot be expected to
remain efficient in this technologically advanced
era. Furthermore, the ever-intensifying scrutiny of
the public eye and wealth of information on
traditional and new media increase the pressure
on mutawalli to properly discharge their
accountability and report the impact of the waqf
assets. Otherwise, public trust on waqf
institutions will be low, which in turn leads to low
contribution and loss of effectiveness (Abd Jalil,
Yahya, & Pitchay, 2019; Abdul Shukor et al., 2019;
M. Ahmad, 2019; Alias, 2014).

Accountability, transparency, and socioeconomic
and socioreligious impacts are thus important
subjects for waqf. These have lent to the
proliferation of research and recommendations on
wagf accountability principles (Masruki & Shafii,
2013; Nahar & Yaacob, 2011; Siswantoro,
Rosdiana, & Fathurahman, 2018), waqf
performance indicators (Masruki, Mohd Hanefah,
Aryani, & Bunyamin, 2019; Noordin et al., 2017),
and novel or improved waqf concepts e.g. waqf
bank (Ab Aziz, Yusof, Johari, Ramli, & Sabri,

2014; Gabil, Bensaid, Tayachi, & Jamaldeen,
2020; Mohammad, 2011), waqf share (Abdel
Mohsin, 2013; Suhaimi, Ab Rahman, & Marican,
2014), waqf-funded takaful (Mikail, Ahmad, &
Adekunle, 2017; Wan Ahmad & Ab Rahman,
2011), cooperation-waqf model (Pitchay, Mohd
Thas Thaker, Mydin, Azhar, & Abdul Latiff, 2018),
wagqf-istisna (Noor &  Yunus, 2014),
waqf-muzara ‘ah (Moh’d, Omar Mohammed, &
Saiti, 2017), waqf-musharakah mutanaqisah (Md
Zabri & Mohammed, 2018), and so forth, limited
only by Shari‘ah and imagination.

Among these innovations is a new waqf channel
that is gaining tract, no doubt due to the glut of
cryptocurrencies over the past decade: blockchain
technology (Abojeib & Habib, 2019; A. Ahmad &
Habib, 2019; Elasrag, 2019; Rashid, 2018). It is
generally lauded for its innate transparency and
traceability because any changes, contributions,
or expenditures made in a blockchain would be
recorded and distributed to its participants—a
decentralized ledger. It is usually said to be
tamper-proof,  frustrating any  deliberate
modification of records (Alam, Gupta, & Zameni,
2019; Salmon & Myers, 2019). This review will
take a closer inspection to waqf and provides a
brief description of blockchain. Accordingly, it will
explore the possibility of transacting waqf on a
blockchain.

ll.  TYPES OF WAQF

Wagf in figh nomenclature is the relinquishment
of private goods (mawgqiif)—movable, immovable,
liquid, illiquid, productive, unproductive—and the
transference of their usufruct, benefits, rights, or
all three at once, to specific beneficiaries (mawquf
‘alayh) named by the founder (wagqif) in a clear
and implicit or explicit expression of offer
(sighah). Those four elements form the integral
components of waqf, the absence of any of which
will render invalid the contract and its legal
consequences.

While the Shari‘ah itself makes no distinction
about the categories of waqf, in practice
academics and states have done so. These
distinctions may be made according to at least five
perspectives (Table 1).
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Table 1: Typical Classification of Waqf

Bor ey (endlc\)/lvj:(rlq:sfsets) Dé‘;:‘;‘gg)ﬁ Wemmppoirliy
Family Fixed Charity Individual Permanent
Khayri Movable Wealth preservation Institution Temporary

Mushtarak Rights Succession planning

Protection from abuse
and expropriation
Unlawful confiscation

Political gain

Based on Table 1, by no means are these divisions
and their respective constituents exhaustive. Waqf
can be classified by its beneficiaries, Mawquf,
motive, mutawalli and temporality. Details of each
basis are discussed as follows:

2.1 Beneficiary of Waqf

Sorted by beneficiaries, there are three main
categories of waqf. First is al-waqf al-ahli,
al-dhurri, or al-awlad, which is the endowment
of funds or assets to family members. The
designated recipients are of variety, though most
often are children and grandchildren. Rarely,
siblings, poor family members, or non-legal heirs,
who cannot receive any inheritance, such as
adopted children, are appointed as beneficiaries
(Layish, 1997, 2008). The founder of this waqf
generally aims to ensure effective succession
planning and prevent prodigality of wealth upon
his passing (Mohamad, 2018).

The second is al-waqf al-khayri or al-wagf lillah,
which is for public causes or religious purposes,
such as endowments targeted to orphans,
students, the poor and destitute, and the
handicapped. It may take the form of public
institutions e.g. mosques, cemeteries, hospitals,
and schools; public rights e.g. irrigation rights and
roads; or benefits e.g. allowances and social
assistances. Al-wagqf al-khayri is waqf in its most
basic form. The third is al-waqf al-mushtarak
(Alias, 2014; Thsan & Hameed 2011), which is an
amalgamation of the first two purposes: the

benefits, rights, or usufruct of the waqf assets are
shared between public and private beneficiaries.
The proportion for each is to the discretion of the
founder.

2.2 Mawquf (Type of Endowed Assets)

Wagqf may also be classified according to the type
of endowed assets. The first is fixed assets, such
as lands, farms, buildings, or other such
properties. These are conventional waqf assets
permitted by all legal schools. The second is
movable assets, such as vehicles, currency, books,
and so on. Here, there are some controversies,
though jurists largely allow their endowment
(Abdel Mohsin et al., 2016). The third is rights or
usufructs, like irrigation rights and patents. All
three groups may either be cost-incurring or
revenue-generating. For the former are all
properties that do not generate income but
require constant upkeep, such as mosques and
cemeteries; the latter are those to the contrary,
such as rental buildings and farmlands. Typically,
a founder would endow both at the same time so
that the latter sustains the former.

2.3 Motive of Waqf

According to motive, one may group waqf into
social or religious charity, wealth preservation,
succession planning, protection from abuse and
expropriation, unlawful confiscation, and political
gain. Such motives are dedicated to the
beneficiaries of waqf to whom may either be
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specified (khass) or not (‘amm). These motives
have been alluded to previously.

2.4 Mutawalli (Trustee) of Wagf

The mutawalli (trustee), acting as an
administrator of wagfmay either be an individual
or institution. In the early days of Islam and
before the establishment of state waqf supervisory
agencies, a founder would typically entrust his
waqf to certain individuals. Often, he would also
name the replacement for the first mutawall.
Though in no rare occasions, the founder may
appoint himself the mutawalli, so that he may
enjoy the benefits or usufruct of the property.
After his passing, the role will be assumed by a
mutawalli specified by the founder or appointed
by an Islamic judge (gadi). This lenience is the
stance of Hanafl jurists (Abbasi, 2012; Layish,
1997). Alternatively, Shafi‘l1 and Hanbali scholars
only allow the founder’s self-appointment if he
expresses so in his declaration (sigghah), while
Maliki jurists completely deny its permissibility
(al-Qarafi, 1994; al-Shayrazi, 1976; Ibn Qudamah,
1992). Institutional (including corporate)
mutawalli is more prevalent today. In Malaysia,
the sole mutawalli is the State Islamic Council,
but it may concede certain waqf assets to
authorized institutions. Or it may also partner
with other institutions to manage waqf assets or
projects. For example, Waqf Annur Corporation
Berhad, under Johor Corporation (JCorp.) was
granted the status of mutawalli by the Johor State
Islamic Council (Majlis Agama Islam Johor,
“MAILJ”).

2.5 Temporality of Waqf Assets

Waqf generally has three inherent features:
irrevocability, perpetuity, and inalienability.
However, most Maliki scholars and a few jurists
from other schools permit temporal waqf. Maliki
jurists hold that the declarator, who is the donor
of waqfmay limit the waqf to a certain period,
after which the property returns to his or his heir’s
possession (Al-Dardir, 1995; Jafri & Mohd Noor,
2019). Waqf, therefore, can temporally be classed
into perpetual or temporary.

The perpetuity of waqf assets is also a subject of
lengthy debate among scholars. Typically, this

revolves around the permissibility of cash wagqf.
This is discoursed below due to its current
preponderance.

Another easy and flexible type of waqf is widely
used known as cash waqf. Ithad been legitimized
by the Ottoman courts in the fifteenth century
before becoming ubiquitous within the Empire in
the following century. But its implementation
before and after that period, including the modern
times, has faced serious objections (Mandaville,
1979).  Oppositions mostly come from
conservative scholars, who hold that the object of
waqf (mawgqiif) should be physically perpetual, as
in the case of land and building. This the view of
some Shafi1, Hanbali, and Hanafi jurists
(al-‘Imadi, 1997; al-Sharbini, 2000; al-Shayrazi,
1976). Accordingly, certain Muslim communities
that adhere to those schools hold that belief,
hence the illiquidity of their waqfs. Nevertheless,
its practice has been widely legitimized in most
Islamic states.

Another source of its unpopularity is the low
awareness, and even less knowledge, of Muslims
about cash wagqf. This poor awareness likely stems
from their misconception of waqf—that it is only
for perpetual assets and strictly for religious or
social causes (Rahaman, Fahmi, & Faisol, 2011).
Adeyemi, Ismail, and Hassan (2016) hypothesizes
that a community’s poor understanding of a
phenomenon may lend to their low awareness
about it, much less its implementation. Certainly,
they found empirical evidence that Malaysian
Muslims exhibited poor awareness of cash waqf
due to the lack of understanding and promotion,
as well as the influence of social norms. Further
promotion of cash waqf and the introduction of
convenient contribution channels, such as
monthly salary deductions, collection agents, and
online payments, can increase contributions from
Muslims. The success stories of the Waqf Fund
Scheme and Waqf Share of the Penang State
Religious Council (MAINPP) and Selangor Waqf
Corporation (PWS) demonstrate the effectiveness
of these approaches (Sanusi & Mohd Shafiai,
2015; Suhaimi et al., 2014).
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. BLOCKCHAIN TECHNOLOGY

The inflating price of Bitcoin over the past decade
and subsequent mushrooming of alternative
cryptocurrencies have sparked the rising
popularity of blockchain technology. Evidently,
research on the subject seems to take off since the
mid-2010s (Fosso Wamba, Kala Kamdjoug, Epie
Bawack, & Keogh, 2019). Proposals for its use case
covers a diverse industries, such as logistics and
supply chain (Abeyratne & Monfared, 2016;

Tieman & Darun, 2017), construction (Li,
Greenwood, & Kassem, 2019), healthcare
(Mettler, 2016), automotive (Fraga-Lamas &

Fernandez-Caramés, 2019), and oil and gas (Lu,
Huang, Azimi, & Guo, 2019). It is especially
regarded as a disruptive financial technology
(FinTech) that can potentially transform the
commercial and finance spheres (Fanning &
Centers, 2016).

3.1 Mechanism and Characteristics of Blockchain

Blockchain is simply a decentralized network of
nodes—servers, laptops, computers connected to
the blockchain—that verify, record, and store data
blocks that are interlinked by chains. Each block
contains multiple transactions records. Each
record is identified with a hash, a fixed-length
alphanumeric string generated from a string of
characters using a mathematical function. This
hash details the specific record for each
transaction, including sender, recipient, other
participants, date, time, and other such details as
coded into the blockchain algorithm (Brito &
Castillo, 2013; Salmon & Myers, 2019). After the
block has been forged, it is also “stamped” with a
hash, which connects it to the preceding block.
This is the “chain”. This hash also stores the
transaction hashes recorded inside the block.
Each block is added to the chain subsequent to the
verification of the network participants of its
authenticity, which is proven using a consensus

mechanism? (Zile & Strazdina, 2018). This entire
process continues indefinitely, and theoretically
there is no limit to the number of blocks on the
network.

Transaction on the blockchain is carried out using
public and private keys (asymmetric-key
cryptography) that are owned by all participating
nodes. The private key is used to encrypt
information, effectively “signing” the transaction.
The key is hashed to generate a public key, which
the counterparty then uses to authenticate that (a)
this transaction request indeed comes from the
original sender and (b) the content has not been
tampered with. Conversely, it is possible to
encrypt information using one’s public key; it can
then only be decrypted using that person’s private
key. A public key may also be hashed to generate
an address, which is not unlike a house address or
bank account number. The private key must be
kept confidential and safely; if misappropriated, it
can be used to sign fraudulent transactions; if lost,
the user will lose all digital assets associated to
that key. Recovering the key is computationally
infeasible (Yaga, Mell, Roby, & Scarfone, 2019;
Zheng, Xie, Dai, Chen, & Wang, 2017).

The entire database is recorded on nodes and is
regularly updated. Blockchain allows the nodes to
transact with one another even with the absence
of trust and an intermediary, hence its attribute as
a trustless, low-cost peer-to-peer (P2P) network
(Christidis & Devetsikiotis, 2016). Because the
network essentially exists on several distributed
nodes in various locations, there is no central
authority or point of failure, so the risk of losing
the entire database is minimized (Alam et al.,

2 There are numerous mechanisms/algorithms, though the
most prevalent are proof-of-work (PoW) and proof-of-stake
(PoS). In PoW, the requesting node is required to solve a
computational problem, which is then verified by the
network; correct solutions will reward the node with a coin.
This is known as mining. In PoS, instead of solving a puzzle,
a node stakes its coins to ensure its chance of being selected
as the one to forge the block, which rewards it with coin. This
is a transaction fee, not mining. Coins are rewarded to
disincentivize dishonest nodes. In a closed network, where
nodes are known and authorized, they are unnecessary. Some
blockchains use tokens to transact (see note 3). The
transaction is then authenticated by validator nodes, and the
tokens will exchange hands (Bach, Mihaljevic, & Zagar, 2018;
Christidis & Devetsikiotis, 2016).
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2019; Raval, 2016). But by the same token,
transactions are irreversible, rendering payments
made to the wrong address as vanished, unable to
be recovered. Frauds, equally, cannot be reversed,
unlike in conventional bank transactions. The
records stored in the network are open to the
public and can be accessed in a matter of seconds.
For this reason, it is most familiar with the
description of a decentralized, distributed ledger.

Blockchain is considered immutable and secure
because any alteration to a block would require
the rebuilding and rehashing of the subsequent
blocks (Hileman & Rauchs, 2017). For instance,
slightly modifying the information, even a
character, contained in the seventh block of a
10-block network would produce a new hash for
the altered block. This will cause the block to
disconnect from the original eighth block, since
the latter identifies the original seventh block by
its hash. Effectively, modifying the seventh block
transforms the network into a seven-block chain.
To cover this clandestine deed, one must update
the remaining three blocks so that they generate
new hashes that can continue this new chain. If he
fails to do so, or because the majority of the nodes
in the network have verified the original chain to
be the true chain that connects to the genesis
block (the first block in a chain), this altered
seventh block becomes an extinct or orphan block,
and this new chain ends there (Decker &
Wattenhofer, 2013). There are now two forks in
the blockchain network, one leading to the now
abandoned seventh block, and the other is the
consensually agreed correct path. Without the
collusion from the majority of the nodes—an
expensive and resource-intensive undertaking—
any attempts to alter information in a blockchain
is effectively unfeasible (Bonneau, 2019).

The advantages of using blockchains can be
summarized into the following points:

e Traceability, auditability, and transparency of
data and transactions, every one of which are
“stamped” and verified.

e Public-private key enables participants to sign
and authenticate transactions, preventing
tampering or fraudulent requests.

e Transactions can be carried out without any
intermediaries, and they will be automatically
registered into the blockchain. Both cost and
time can be minimized.

e It has no central point of failure because the
database is constantly distributed to and
verified with participating P2P nodes.

e No central authority also means that no one
entity has the power to shut, erase, alter, or
add any information to the network. But this
also means that transactions are irreversible;
lost or stolen private keys (and accordingly
digital assets) cannot be recovered.

e Information stored in the network is secure
and immutable from deliberate alterations.

e Any forks introduced into the chain are
automatically corrected into a mutually
accepted chain.

3.2 Types of Blockchain

The narrative thus far, however, pertains mostly
to public permissionless blockchain, implemented
in the very familiar cases of Bitcoin and
Ethereum. However, the scenarios discussed
above may not necessarily be applicable to closed
models. The differences between the models
primarily lie with the authority to read, write or
commit information into the blockchain, though
the general mechanism is about identical (Table

2).
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Table 2: Blockchain Models

Centralized

Efficiency

Commit Immutability

Public . . Vlrtu'ally
ermissionless Anyone Anyone Anyone impossible to No Low
P tamper
Open
All or subset
Publi Authori . Possibl . .
ermlilsb;ilgne d Anyone ali‘tic(i)rlzr‘i’?s of authorized (;:illb :rto Partial Medium
P P P participants P
Block- -
Restricted to All or subset
i . . Authorized . Possible t . .
chain Consortium authorized alrl'tic(im:rel ts of authorized (:::P zr ° Partial High
types participants P P participants P
Fully private
Closed ;
Private or restricted Network .
.. to a set of Network Possible to .
permissioned - operator Yes High
(enterprise) limited only operator only tamper
authorized
nodes

Notes: *Requires significant investment either in mining hardware (proof-of-work model) or cryptocurrency itself (proof-of-stake model).

Read: right to access the network and see
transactions; Write: right to generate transactions
and send them to the network; Commit: right to
update or commit transactions to the network (by
adding a block to the blockchain)

Sources: Hileman and Rauchs (2017); Zheng et al.
(2017)

Referring to Table 2, the permissibility for anyone
to read blockchain records is only in a public
network, as in the case of Bitcoin. One may also
write into its blockchain, but this must be verified
with a consensus algorithm. Malicious nodes may
also force commit a record if it has sufficient
resources, affording it higher chances to
self-validate transactions, but this is an extremely
costly endeavor (Bonneau, 2019). Honest
behavior in this chain is promoted with the
rewarding of coins, more specifically payment
coins (or cryptocurrencies).® On the Ethereum

3 Currency (coin) and token are dissimilar. Currency is a
native feature of a blockchain that is used to incentivize the
blockchain participants and used as a medium of exchange,
much like conventional currency. Token, alternatively, is
created on top of a blockchain,; it is created and governed by a
smart contract, to be used only within a blockchain network
(Massey, Dalal, & Dakshinamoorthy, 2017; Oliveira,
Zavolokina, Bauer, & Schwabe, 2018). On the Ethereum
blockchain, for instance, the currency is Ether, while its
token is that which is created, traded, or gifted only on the
Ethereum platform e.g. Vechain.

blockchain, for instance, the rewards would be
Ether (ETH).

In lieu of coins, some models typically issue
security or utility tokens.* The former represents
the underlying external (off-chain) asset owned by
the node, not unlike a share or a deed. For
example, a company may crowdfund for a certain
project, with the promise of sharing the profits
with investors. They may issue security tokens to
do so. These can be traded on the secondary
market. Since there are no intermediaries,
transactions can be completed quickly. Utility
tokens, on the other hand, are akin to loyalty
points or amusement park tickets: they are
without any intrinsic value and cannot be used as
currency outside of the store or theme park.
Holders may use them to redeem a product or
service offered by the issuer (Doe-Bruce, 2019;
Liu & Wang, 2019; Oliveira et al., 2018). It bears
mentioning that tokens are not a necessary
feature of blockchains. Private network often
operates without any tokens, verifying each
transaction based on certain algorithms and
protocols (Jeong, Youn, Jho, & Shin, 2020). In
this case, the blockchain merely acts as a
distributed ledger database.

4 There are also other token archetypes: cryptocurrency,
equity, funding, consensus, work, voting, asset, and payment.
See Oliveira et al. (2018).
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In the public permissioned model, writing is only
for authorized nodes, while commitment can be
carried out by either all or part of them. For
closed systems, certain actions may only be
carried out by a specific party. Transparency and
auditability of a closed blockchain is an enduring
issue, especially because the participants,
especially organizations or corporations, are
legally and morally required to uphold
confidentiality. Even if sensitive information is
withheld, it is still possible to reveal or reasonably
estimate a participant’s identity through his
transaction patterns or other methods (Biryukov,
Khovratovich, & Pustogarov, 2014; Meiklejohn et
al., 2013). To mitigate this issue, some academics
e.g. Kosba, Miller, Shi, Wen, and Papamanthou
(2016) suggest the use of public blockchains with
zero-knowledge proof to enable the validator to
verify a transaction without the requirement to
disclose any sensitive information.

Security for closed models come within and
without the blockchain, such as legal contracts
and threats, but immutability may not entirely
apply. The risk of collusion is still possible,
especially if the participating nodes are small and
the validators cooperate in the scheme (Hileman
& Rauchs, 2017; Schrepel, 2019).

3.3 Blockchain Smart Contracts

Smart contracts are lines of codes embedded into
the blockchain algorithm that are “deployed using
cryptographically signed transactions on the
blockchain network” (Yaga et al., 2019, p. 32). It
functions as an if-else statement, that is, the
fulfilment of a condition will immediately trigger
the resulting action. Theoretically, they may
supplement or fully substitute traditional legal
contracts (Alam et al., 2019; Raval, 2016). Smart
contracts can also be used to create tokens
(Oliveira et al., 2018).

To illustrate its execution: suppose the smart
contract holds the condition that the release of a
sum of payment to the seller is subject to the
arrival of the item. Sequel to its confirmation by
the buyer, the smart contract automatically
executes the consequent action. In this instance,
the services of a third party are rendered

unnecessary, and the transaction can be executed
quickly at minimum cost. In actual practice, smart
contracts would be even more complex,
encompassing terms and conditions that involve
multiple parties.

By their own nature, smart contracts are
deterministic, that is, a similar output will always
be produced for the same input. But it may also be
non-deterministic if it requires off-chain
information from external parties, a service
termed oracle (or data feed). Because it is
incorporated into the blockchain, it is possible for
all authorized nodes (or anyone if it is a public
blockchain) to inspect its code in detail. Similarly,
it is possible to trace all operations of the contract
because it is recorded on the blockchain
(Christidis & Devetsikiotis, 2016).

V. BLOCKCHAIN FOR WAQF
MANAGEMENT

There are some Shari‘ah disputes surrounding
cryptocurrencies, principally due to the ambiguity
of its category—is it a currency or an asset (mal)?
Some scholars consider them zaram as a currency
due to (a) their volatile value, creating elements of
speculation and gambling; and (b) the fact that
they are not issued by the state. Others deny their
permissibility as an asset because they have no
intrinsic value. Conversely, some allow their use
as currency seeing as (a) fluctuation of value is
also present in fiat money, and (b) it is accepted
by the contracting parties as a medium of
exchange (Alam et al.,, 2019; Beik, Zaenal, &
Rizkiningsih, 2019; Zubaidi & Abdullah, 2017). It
bears mentioning that conventional law systems
also face the predicament of classifying and
regulating cryptocurrencies (Salmon & Myers,
2019).

Regardless, blockchain is a neutral technology.
Much like a pen, it is but a tool. Proper
implementation of a blockchain, accounting
carefully for the elimination of usury, gharar,
maysir, and incorporating elements of
transparency and accountability, would certainly
not be illegal in Islam. For reason of prudency
(thtiyar), cryptocurrencies should be avoided.
Additionally, since the intention to develop a
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blockchain is to crowdfund, not merely recording,
the enterprise waqf model cannot be
implemented. This leaves two models: (a) a public
permissioned or (b) private permissioned
blockchain. In a waqf blockchain, the network can
grant a token to the founder as proof of his
contribution, akin to waqf deeds.

There have been several proposals for the
development of waqf chain. Before discussing
them, it is best to illustrate an implemented
example with FINTERRA’s Waqf Chain. This
platform is built on top the company’s Gallactic
Blockchain, which can interact with external
platforms like Ethereum (FINTERRA, 2018b).

The chain has several stakeholders, including a
waqf board, fund manager (e.g. an Islamic bank),
insurer, auditor, constructor, asset manager, and
contributors. The entire process involves several
steps:

e The board identifies a viable waqf asset (or
project) and requests its concession from the
mutawalli e.g. State Islamic Council. The
board then drafts the prospectus, detailing the
specificities of the project, such as investment
period, administrator, property, expected
returns, and so forth.

e The prospectus is reviewed by an external
auditor.

e After its approval, both the board and auditor
appoint a fund manager, who then produces a
project portfolio and publishes it to the
blockchain.

e Participants contribute to the project using
either one of four instruments: cash wadf,
qgard hasan, sukuk, or mudarabah. For the
last two, the contributors will earn investment
returns.

e When the crowdfunding goal has been met
and after all due diligence requirements are
satisfied, the smart contracts (according to the
respective instrument and project) are
automatically initiated.

e The smart contracts will create project-specific
utility tokens (FIN) to the contributors as
representation for their stake in the project.

e The fund manager appoints a contractor to
develop the waqf asset.

e Once completed, the asset is transferred to the
asset manager.

e Proceeds from sukuk and mudarabah will be
distributed to investors.

During the entire process, the insurers hedge such
risks as fund manager insolvency and project
delivery risks.

The contributors themselves are pre-qualified to
ascertain that the principles of Know Your
Customer (KYC) and Anti Money Laundering
(AML) have been met. They are also assigned a
certain credit score to determine their capacity to
contribute to the project. Participants are only
allowed to contribute sequel to their success in
this screening.

The FIN tokens can only be used within the Waqf
Chain network. Participants that intend to
contribute to the project may do so by exchanging
their cryptocurrencies, for example Bitcoin (BTC)
or ETH, to FIN. This way, as well, FIN can be
traded in the secondary market i.e.
cryptocurrency exchange platform. Transacting
FIN to a given project will trigger the execution of
the smart contract peculiar to that project, subject
to the satisfaction of all conditions and due
diligences (FINTERRA, 2018a; Management,
2018).

Other proposals for waqf-blockchain does not
deviate much from this system. (These are not
exhaustive). Abdel Mohsin and Muneeza (2019)
conceptualizes a WaqfCoin as a token that
represents the underlying waqf asset. This token
is issued by a company listed on a waqf market
through an Initial Coin Offering (ICO), and it may
be traded in the secondary market. Beik et al.
(2019) suggests three models: waqf-blockchain,
waqf-crowd coin, and waqf-cryptocurrency. The
first model only records the journey of the fund,
and distribution is made off-chain. The second is
identical to FINTERRA’s model. The third is to
donate cryptocurrencies produced through
proof-of-stake algorithms (as they are more
energy-efficient) toward waqf. This concept has
been applied in  conventional charity
crowdfunding by such organizations as UNICEF,
Cudo Donate, and Charity Mine. Unfortunately,
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the employment of this system for waqf rests on
the figh ruling of cryptocurrencies.

V. CONCLUSION AND
RECOMMENDATIONS

This paper has reviewed an overview of waqf,
blockchain technology and the integration of waqf
into the blockchain ecosystem. Persistent issues in
the management of waqf assets and institutions,
especially misappropriation and neglect of
properties, must be resolved to garner waqaf
donors’ trust with mutawalli (trustee). One
solution to this problem is through the application
of blockchain technology using smart contract,
enabling  traceability,  transparency, and
compliance of waqf transactions and activities.
FINTERRA has implemented waqf into a
blockchain network, while others have suggested
identical and dissimilar systems. Imagination,
resources and Shari‘ah are amongst boundaries of
developing innovative waqf blockchains. Indeed,
it is essential to outline numerous crucial points
and caveats as follows:

First, it is important not to see any one
technological concept as the magical solution for
every issue. New and immature solutions are
often seen as an infallible answer, especially to
those unfamiliar with them. Therefore, frequent
exposure is called for the positive aspects of a
solution and ignorance to its weaknesses will
leave the impression that it is unflawed. This is
never the case.

Second, not all blockchain is equal. Transparency,
security and immutability of information differ
from a blockchain to another. Closed
permissioned platforms, for instance, could allow
collusion due to the small number of participants
and validators. Further, information may also be
opaque to some nodes, let alone the public
external of the blockchain, because authorization
is in the hands of a single or multiple nodes.
Public trust in the wagqf institution thus, cannot
effectively be elevated if this is the case. Ignoring
collusion, in an entirely honest closed blockchain,
there is still the trade-off dilemma between
security and transparency.

Third, to a certain extent, the use of smart
contracts is congruent with the spirit of Islam of
facilitation (taysir). They are written logically and
precisely so as to remove non-deterministic
executions (Christidis & Devetsikiotis, 2016;
Mohamed & Ali, 2018). Additionally, its
inalterability, not even by the author (Alharby &
Van Moorsel, 2017), satisfies the Shari‘ah
requirement of fixed contract terms. Still, this
could also pose problems if the contract is later
deemed as contravening the Shari‘ah, which
necessitates the coding of a new smart contract.
Moreover, the contracts are written in a
programming language, which cannot be readily
understood by non-specialists. Even experts have
noted the difficulty in translating legal jargon into
deterministic, unambiguous codes (Mik, 2017).

Fourth, under- or unqualified waqf managers are
regarded as a key obstacle in waqf administration,
and this problem may be enhanced with the
adoption of new technology. This issue is not
confined to them; other parties may also be
unfamiliar with blockchain and its myriad
concepts and nomenclatures. For those reasons,
mutawalli  (trustee), along  with  other
stakeholders—lawyers, jurists, regulators,
auditors, fund managers, insurers, users, and the
public—must be made aware and educated on the
subject. Additionally, the system must be
accessible.  Convenience afforded by a
user-friendly and useful platform is correlated to
the inclination of Muslims to make waqf
donations (Mohd Thas Thaker, Mohd Thas
Thaker, & Pitchay, 2018).

Fifth, while blockchain itself is neutral and mubah
(permissible), the transactions, contracts, and
other activities taking place on the platform are
not necessarily so. Regulators and Islamic
scholars, are constantly playing catch-up to the
rapidly advancing blockchain technology. Islamic
scholars should therefore, be more cognizant of
the specificities of these activities. Additionally,
practitioners must involve them in every step of
development to ensure their compliance with
Shari‘ah, perhaps via a Shari‘ah committee not
unlike that in Islamic financial institutions. Its
function will be to ensure the compliance of the
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real crowdfunded project as well as the digital
transactions. Its scope is thus comprehensive.

Sixth, the effectiveness of a blockchain is
conditional on the integrity and morals of the
human actors themselves. Any wrong input will
perfectly return an inaccurate or wrong output.
Here, it is apt to invoke the adage of “garbage in,
garbage out”.

Despite these caveats, there is much to be hopeful
for with regards to waqf blockchain using smart
contract. With a proper execution, it may very
well fulfil its promise of transforming the Islamic
social finance worldwide.
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